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Abstract:

This paper will investigate the differences in the weagurity issues are approached in both camps
(Security and Anti-Virus). This will be covered in tfiest part of this paper will, and will also
include the thorny issues of:

» Disclosure.

* Employment of miscreants (virus writers/hackers).

* Issues of trust and accountability.

« Ethics (Moral/Professional conduct).

« Co-operation with competitors.
The second part of this paper will look at the new '8&th or 'Automated hacking' worms (such as
CodeRed, Nimda, Goner and Gokar) and other malware, vanéchtarting to appear. This will
require closer co-operation (or strategic partnershif)athers in different camps (AV or Security)

to tackle these new complex threats.

This paper looks at the above scenarios/issues, amdpastéo answer the questions below that many
companies are starting to ask:

e What benefits will the end-user (customers) see?
* How will this affect the effectiveness and size of the products?
* Wil this co-operation improve end-user (customer) protection?

*  How will this affect the underground (Hackers, Malwarehfus)?

This paper was written for, and presented at, the 2002 Virus Bulletinrenoéeat the Hyatt Regency,
New Orleans, USA on September 26&vth 2002.
I would welcome any constructive feedback on this paper and its content.
(Martin Overton 1st October 2002)
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Introduction:

This paper will investigate the differences in the weagurity issues are approached in both
camps (Security and Anti-Virus).

It will go on to examine some of the possible solutimthe so-called ‘Blended-Threats’ or
‘Cocktail-Malware’ issue that many believe are a ph&nomena. In reality, this is mainly just a
case of the malware authors/hackers/crackers workinghexgand re-discovering old techniques
and re-engineering them to best fit their personal ageadd causes.

Because of the new partnership between the virus/malawthors and the hacking/cracking
communities as well as the rebirth of complex worn @ther malware, the usually insular
Anti-Virus and Security industries have started to worknfiare closely together than ever
before. This is also due to the blurring of the ‘old disfinct boundaries’ that used to exist
between both factions:

* Viruses/Trojans were considered to be the propertyeohtiti-Virus industry
« Exploits and hacking tools were considered to be in theadoof the Security industry.

This is no longer the case as the so-called ‘Blendedals’ have broken the ‘old’ model, as
clearly defined by the likes of Nimda which spread likeoam, infected files like a virus, and
also contained known exploits for several widely used seeler application. To make matters
worse it aggressively scanned both private and publiasednetworks for new ‘hosts’ to
infect/affect.

Nimda is just one example of these re-born multi-vettigats; other examples include Gokar,
Klez, and CodeRed.

1.1 Part One

Part one of this paper will cover the thorny issue®wfclosure, Employment of miscreants
(virus writers/hackers), Issues of trust and accountability, Etthtsa/Professional conduct),
and Co-operation with competitorgach of these issues will be examined by first logkiheach
of the camps independently: 1.Anti-Virus and 2.Securityh(lpobduct and services vendors), |
will then cover the so-called ‘Middle-Ground’, whichars attempt to identify the best/worst of
each of the industries, and what each can learn/taketfie other to improve their services and
products.

1.2 Parttwo

Part two of this paper will look at the different teckogies and methodologies that vendors are
now investigating and planning to use to counter thesecoewplex threats.

Furthermore, this section will try to answer thédaing questions related to solutions to the so-
called ‘Blended-Threats’ or ‘Cocktail-Malware’:

What benefits will the end-user (customers) see?

How will this affect the effectiveness and size of the products?

Will this co-operation improve end-user (customer) protection?

How will this affect the underground (Hackers, Malware Authors)?

1.3 Prerequisites

Before you continue reading this paper | would suggest thyaharthat is unsure of the ‘buzz’
words and other nomenclature that will be used in thempahould read appendix A:
Definitions which was included to try and ensure that most peoplgetthe best from the
contents of this paper.
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Part One:

Sarah Gordon stated the following in her Virus Bulléi@99 papér “To an outsider, it may come as
a surprise that the traditional computer security disapind the mainstream anti-virus world are
not one and the same thing - after all, in many wegs)puter viruses and malicious code are just a
subset of the more global system security problem. Menyeurrently there is a distinct gap between
these two worldviews in several important ways: séélls, philosophy, population... the list is long.”

That was a reflection on how things appeared to be in 198@.in 2002, some three years later,
have things changed? If so has the situation improvddgnaded? Let'’s see....

2 Disclosure:

2.1 Disclosure: Anti-Virus

The AV industry does not like full disclosure, as manit see it as being irresponsible to
publish details and exploit code for new holes found irr ten products and malicious
code generally. Many vendors and researchers are &eesttict or even block the flow of
malware source code and compiled samples, as they blavaccess to this ‘knowledge’
will make the malware problem worse. In the secunitjustry (outside of AV) this would be
generally be derided, and simply thought of as ‘securityuidin obscurity’.

Knowledge is a powerful tool, but just like most toolsah be put to both positive and
negative uses. Does this mean that we should all lpegordn access to knowledge on a need
to know basis? Some would argue that this is the omptavarotect civilization; others

argue that information should be free.

My own take on this is somewhere in between, thélteaiways be some information that
should not be placed in the public domain, how the riglanca can be achieved is well
beyond the scope of this paper!

However, there have been a number of flaws identréedntly (over the last 12 months) in
many of the anti-virus products or their managemenstabich seems to indicate the
following:

e Customers are not getting the levels of support and canenttfrom the vendors
that they expect, and major security holes are beingegnuy the vendor due to
other commercial, management or resourcing pressures.

* Researchers/Miscreants are now spending more timenpakianti-malware
products than the usual set of target applications fromindarge software vendors
(i.e. ‘The usual suspects’)

To finish this section I'd like to quote from a couplenal known individuals from the
anti-virus side, on why disclosure is different for male/than for security exploits:

David Chess of IBM had this to say:

“Unlike bug exploits, where at least a case may be nfetdtts a valid last resort if a
vendor has been notified of a bug and ignored it, viruse$ go away when you just fix
a bug'”

Graham Cluley of SOPHOS had this to say on the subject

"When it comes to computer viruses there is a verydaager that disclosing too much
information (for instance, the virus's source codd) @o far more harm than good.
System administrators do not need to know the intricktails of how a virus

implements polymorphism to try and hide itself from astiis products, for instance, in
order to protect themselves against the threat.
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Disclosing such detailed information may lead to otherses using similar techniques
and creating a greater burden for the anti-virus comparidssystem administrators

alike.

2.2 Disclosure: Security

This one is a bit of a mixed bag; some vendors say ‘ghialind-be-damned’, while most of
the others say ‘just-tell-us-and-don’t-go-public’.

Elias Levy wrote an interesting article about disclesafrsecurity holé$ in which he
claimed the following: One has to surmise then that Microsoft’s advisory is just as likely
have triggered the worfiCodeRed]as Eey&s”

This seems to be suggesting that any open (public) pogiyagding a new flaw in a product
is dangerous as it may be the catalyst for a new wattaick or other piece of malware. This
ties in quite nicely with the proposed and much maligneardioft Security Partnership
Agreement’ in which they strongly encourage those that sign-uf foom publishing flaws
which they identify in Microsoft's products. Many atkahis proposal as being “censorship”
and are planning to boycaott it.

My own stance is that full disclosure should be thel fatep if the vendor refuses to take
notice of a serious (and genuine) security hole, and dhnatljust used as an ‘ego-trip’ for a
number of individuals/groups that seem to delight in ‘fultltisure’ publication.
Sometimes, even without (in some cases) informiny#melor whose product is accused of
being flawed.

Let us look at this in more detail with a number of eglnscenarios:
Scenario 1:

* New flaw found in a major web server, the researelter discovered it contacts the
vendor.

* Vendor replies, and requests time to fix the issue andecaesecurity bulletin for its
customers.

* Researcher agrees to timescales from the vendor.

* Vendor creates fix and informs customer base via sgdwitetin.

e End-users patch systems to remove flaw (after testiofgcourse).

*  Problem solved.

End result, a win-win situation, the researcher gets the credity¢heor gets the time to
write and QA the fix, and the customer gets a well tested ¢ibose the hole and protect
their systems.

Scenario 2:

* New flaw found in a major web server, the researelrer discovered it contacts the
vendor.

* Vendor replies, and requests time to fix the issue andecaesecurity bulletin for its
customers.

* Researcher rejects timescales offered by the vemibpablishes the details on
various security newsletters and speaks to the medid thegpublicity.

* Miscreants use the information to attack numerousrsgste

* Media has a field day, and hypes it as the new “CodeRed”.

* Vendor rushes to create a fix and informs customer\bas®curity bulletin (and
probably introduces other flaws in the rush).

* End-users patch systems to remove flaw (after testiofgcourse).

*  Problem solved.
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End result, a partial-win situation, the researcher gets the crédutyendor does not get the
time to write and QA the fix, and the customer gets a badly tektadl) fix to close the
hole and protect their systems. Finally, the media panics everyone.

Scenario 3:

* New flaw found in a major web server, the researelrer discovered it contacts the
vendor.

* Vendor does not reply, or replies that it does not damst a security risk.

» Researcher creates proof-of-concept attack code andhpsbtise details on various
security newsletters and/or speaks to the media to geublicity.

* Miscreants use the information to try and attack numsesystems, most fail.

* Researcher/Media have a field day, and hype it as thémaor’ risk when it is a
simple trade-off of security against usability.

* Vendor forced to create a fix and informs customer fsssecurity bulletin.

e End-users patch systems to remove flaw (after testiofgcourse).

*  Problem solved.

End result, a no-win situation, the researcher gets the credit, frdtiekly discredits them
self, the vendor does not get the time to write and QA the fixharmistomer gets a badly
tested (if at all) fix to close the hole (which was unlikely tavioely exploited) and protect
their systems. Finally, the media starts an unnecessary panic.

One thing to bear in mind with all these scenaridhas some system administrators will in
some cases be forced (by their management) to take skawices that are suspected of being
vulnerable until patches are made available.

In some cases this could be seen as a prudent step,dasem such as in scenario 3, it would
(probably) be unnecessary and may cause disruption f@ahbenefit. In all cases this type
of ‘protection’ is used in some industry sectors asdafe’ option, rather than be hacked or
infected by a new threat. The bottom line is thahsments, whether real or perceived
threats cost money, both in lost business/productaity ‘security’ staff costs.

2.3 Disclosure: The Middle Ground

Right, now we have investigated the differing ways thstlosure of new flaws in products
are handled by both Anti-Virus and the rest of the Sgcundustry, let us see if we can find
some middle ground:

e Security Best Practices!
Many of the vendors (from both sides discussed in thpspaave ‘best practite
documents, if not for their staff, most do for thaismmers.

If they have not yet done so, they should create af st practice documents and
get their staff trained on them and ensure that theyodowed.

If required (and legally able to do so) staff contrahtsutd refer to these ‘best
practice’ documents and make it clear that they can@dlfjcbe disciplined if they
flout them. It could even cost them their job.

« Tighter control of marketing departments.
My feelings on this issue are quite strong, especially végard to the anti-virus
vendors, whose marketing departments used to excel imtydbashing their
competitors, but also in hyping many viruses so muchttiegtappeared to have

! These are policy and procedure type documents, such gstatiecUse Policies, Security Policies,
Business Conduct Policies, etc.
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almost ‘mythical’ or ‘super-powers’, or even to be ain‘alive’.

This did not help anyone, especially their customers, wre generally forced to
run round doing the ‘headless-chicken-two-step’ tryingrefifiht the hype,
placate/educate their managers and ensure that the syhyare responsible for
are protected from the latest over-hypethér-threaf’.

Lesser levels of hype outside the anti-virus industrel{avmy experience) been
more the norm. Yes, there have been some exampldsdsuCode Red) that
contradict the overall ‘less-hype’ model from the wi@ecurity Industry.

... warnings from the US and British governments, the FBI and Microsofthiat
internet could grind to a halt when Code Red reactiviated after four days of
dormancy...”

| wonder where they got the information fr

The only "serious” connectivity problem seen ovett {eriod, was indeed due to a
meltdown.....of a cable, in a tunnel, where a train hradleed and caught fire. This
melted the cable, which was one of the major Intefeetls between parts of the
US™. No code or malware was involved in this accident.

CodeRed was a problem, just not on the scale thatwgg®sted, in other words it
was over-hyped by the medta.

« Common sense approach to ‘sensitive’ or ‘dangerous’ data
I am not suggesting that certain types of ‘security ingustformation be made
illegal outside that industry, as this would be both dangeamd unworkable. What
| am suggesting is that those that put sensitive or paligrdangerous
security/exploit/malware data into the public domain dordy after examining
their reasons for doing so. And then, only the minindata should be made public;
exploit and other code that can be easily misused shotilterput in the wider
public domain.

e Self regulation
If the security and anti-virus industries do not regulaggrselves and police their
own ‘back-yard’, then some governments, will soondater introduce legislation
and/or governing bodies in much the same way as theyfbawether sectors.

» Closer co-operation
As with the anti-virus community of researchers, big should also be extended to
include information about security flaws in a competit@roduct (or portfolio of
products). We are aware that some security firms hialeast one person that
‘evaluates’ and ‘tests’ their competitors product set.

After all, anything that is used to ‘tar’ one vendon &asily be seen as a potential
industry-wide issue, the ‘tar’ sticks to all in the indyshot just the original
culprit.

This closer co-operation will also help to keep secusigyes and flaws under the
radar of the media, and therefore help to minimizeigieof the ‘script-kiddies’
and other ‘wannabes’ exercising their right to ‘frpeech’ with the latest hole in a
particular product.

2 German for ‘Super’ and a number of other English woBés: here for a good list:
http://dict.leo.org/?search=Uber&searchLoc=0&relink=on&tEn=standard&lang=en
® This is mainly on the security/anti-virus products teelves, not management tools.
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3 Employment of miscreants (virus writers/hackers):

Would the Police employ known or convicted criminals?
Would the fire service employ pyromaniacs?
Would....

Of course not (well, not by design) as although it migéit be useful to think like a pyromaniac (if
you are in the employ of the fire service) or crinhifia you are in crime prevention/detection) so that
you better understand what drives these people (know-yammén and in many cases such
understanding can help these professionals catch/stopatherafile them, and to finally apprehend
them. But you don’t need to be one yourself to be godldlaatspecific job.

So why is it that when it comes to computer secuhi#iy some companies take the risk of employing
those that are known virus authors, black-hat hackeegsem those convicted for those types of
crimes?

Let us have a look at the relevant industries below,s&e if some members still believe that
employing such miscreants makes ‘good’ business sense:

3.1 Employment of miscreants: Anti-Virus

To be a good anti-virus researcher, you require man skiit are sometimes shared by the
more talented malware writer; the ability to writedaread code (both low and high level
code), understand security mechanisms, and how to bypaag, or misuse them.

The AV researcher will need the above and the folgwithe ability to read disassemblies
of executables, including the ability to understand polymiorahd other obfuscated code,
encryption (both trivial ‘xor’ and more complex symmefaisymmetrit systems).

The main difference is the social and moral (ethisthce differs quite significantly
between those wearing the white-hats and those ferdark side! No that doesn’t mean
that everyone in the AV industry is an angel and hawacasionally done some
questionable things (especially the marketing departménisjhey are human (even those
in marketing), and humans are flawed.

The bullet points below cover a few well known insesof malware writers approaches to
anti-virus companies, I'm sure there are others, bethdr they are true or the malware
fraternity ‘blowing-smoke’ to ‘obfuscate’ and ‘muddy-thedsrs’ is currently unknown:

* Priest/Little Loc (employed by an AV vendor for a vehilvhile his virus NATAS
was infecting systems around the world and causing havoc.)

e Onel de Guzman and Michael Buen (Love Bug), two principspacts accused of
making the destructive Love Bug (almost, but not quite, eyeplby an anti-virus
companyy.

* Mike Ellison (StormBringer) appealed to the anti-virumoounity at the Virus
Bulletin conference in 1997 where he presented his paper, that he and his cohorts
should not be excluded from working in anti-virus just bec#usg wrote computer
viruses. His case was listened to, but no one offeiracatjob.

Certainly the usual line that is trotted out, which*&urely the anti-virus companies write

* “Hence the saying: If you know the enemy and know ydi,ngs need not fear for the result of a
hundred battles. If you know yourself but not the enenryevery victory gained you will also suffer a
defeat. If you know neither the enemy nor yourself, wdlsuccumb in every battle.” — The Art of
Ware (Stanza 18) - Sun Tzu

® See here for a reasonable, but non-techie explanatitve difference:
http://www.pcworld.com/howto/article/0,aid,15230,00.asp
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viruses to keep themselves in a job” is not backed upamthgenuine evidence, and is, even
if it were true, unnecessary due to the insistenceefalware authors, script-kiddies and
other mal-contents in creating and releasing new cadefne into the public domain.

3.2 Employment of miscreants: Security

It seems that outside of the anti-virus industry thet quite common for firms (especially
small or niche players in the market) to be willindvére no other skilled individuals are
available) to employ ex-black hat hackers and occakyozaen convicted ex-hackers to
enable them to offer a security service. The follmywartoon appears to be worryingly on the
right track as to the current reality of the hiring pplof some security firms.

e —— ~sadn A
--;fl, I SEE YevvE \i\\” ’
(PN HARD TN ‘|,] .;f_

HACKING w \WHEN

There are even security firms set up by convicted hat'ker

The larger firms mainly appear to have a strict ethpoticy to not employ such individuals,
which, when taking into account the size and sensitofisome of the accounts they perform
services for, is both advisable and from a customearg pbview, extremely desirable.

Just imagine that an active black-hat hacker (altholagming to be reformed) was to test a
large military or financial organizations networks fmles and vulnerabilities and he found
a ‘major’ security hole, where would his allegianc® li¢e’d be dying to inform his fellow
hackers (on the dark-side) of the flaw, so that he adalch the kudos, and increase his
level of respect. But, on the other hand he ought twnamthe company that employs him so
that they can inform the client.....Decisions, decislon

3.3 Employment of miscreants: The Middle Ground

Personally, | don’t believe there is any middle groune hié you have been very active in
creating and/or spreading malware, or accessing and/airgystems you have no
authorization to, then you are at least ethically sttspreat worst, ethically bankrupt.

Yes, all of us make mistakes, but if you continue to ntakesame mistake over and over
again (for the kudos, because you know its wrong, eta)yber ethical ‘Armour’ is full of
holes and rusty. You will also have a hard time corimigpnpotential employers that you have
changed your ways, and have now grown-up.

Simply put, if you knew you were doing wrong, and still dicaitd did it again, and again
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then you must have understood and accepted there are corce=gicebe paid for your
actions?

However, if you make an ‘honest’ mistake and have teaom it, rather than keep repeating
it, there is a world of opportunity out there, outside$eurity or Anti-virus industries.

All intelligent people experiment with technologies, balyaa small subset appears to be
drawn to being anti-social with regard to their useoofiputers. This is akin to ‘Graffiti
Artists’ adorning any surface they can, allegedly inrtame of Art!

4 |Issues of trust and accountability:

4.1 Trust and accountability: Anti-Virus

The levels of trust in the AV industry, at develope®easher level are not generally
hindered by not working for the same vendor. Computervikos Research Organisation
(CARO) has a great deal to do with this lack of comstsaand active sharing of both
samples and information is common-place, almost cdytto the annoyance of the
marketing departments of those AV companies that havRk@embers.

CARO - Computer Anti-Virus Researchers Organisation

This is an invitation-only group of predominantly virgsearchers, mainly representing
anti-virus vendors. One of the purposes for creating CAROto try and agree naming
standards for viruses, which works to a greater orreksgree. Another purpose of CARO
membership was the need share virus samples in a seanreer. CARO membership was
mainly used as a sort-of yardstick by which other memban judge whether an individual
can be trusted with samples, very few researcheraffii@ted with and anti-virus company
were invited to join.

REVS — Rapid Exchange of Virus Sample8

Here’s part of the press release announcing the ladrRE\SS:

“Sophos Anti-Virus, Europe's leading developer of corporate anti-virus solugiods, he
WildList Organization International, the world's premier source of vinfiermation, have
today launched REVS (Rapid Exchange of Virus Samples), a ground-breaking new syste
which will enable members of the entire anti-virus industry to guiaktl securely exchange
‘'urgent’ virus samples such as Melissa. This service enables ialliarst developers
worldwide to pool their resources and expertise in the fight to pretettusers from the
threat of rapidly spreading viruses.

Any company that produces an anti-virus product can participate in the REV&gmgss
service free of charge. The WildList Organization's missiongedeide accurate, timely
and comprehensive information about "In the Wild" computer viruses to botharser
product developers. The WildList, a list of computer viruses fourgkiwitd and reported
by a diverse group of over 55 qualified volunteers, is made availablefffearge by the
organization. For more information about The WildList Organization, visit
http://mww.wildlist.org”

The Wildlist Organisation:

Here a quick description of what the wild list organizati® and what it does (quoted from
the FAQJ":

Over the years, antivirus expert Joe Wells has celliectports of which viruses have been
found spreading in the real world. He decided to creas aflthese viruses and make that
list available to the public, free of charge, to dffseme of the 'numbers games' played by
some antivirus product developers.

® http://www.sophos.com/pressoffice/pressrel/uk/20000427revs.html
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The list was 'The WildList'. From its humble beginnimgsloe's garage, The WildList has
grown into the world's authority on which viruses ustrsuld really be concerned with.
Used as a basis for testing antivirus software by @eoit and competent testing authorities,
The Wildlist remains available free to computer usesddwide.

The list is created each month by a team of volustesing reports from over 55 antivirus
researchers and corporations world-wide.

On the 15th day of each month, the formal WildListigacted from all verified reports,
and published at http://www.wildlist.org. Archives of petdLists are available in the
archive.

Outside the Anti-Virus vendors own closed lists and siesirganizations, there are other
excellent groups and mailing lists, such as:

« AVIEN ’- This organization is firmly focused on the end-user momity, especially
those that are responsible for security and/or antisvin many of the Worlds
largest organizations. They have a number of focuselingédists, as well as the
Early Waning System (EWS) list, which has tipped affsiibscribers to a number
of new threats before they were identified by thé-ginis vendors. This allowed
the to take preventative steps to minimize the impkittese fledgling attacks.

+ focus-virus® — This list discusses the how-to's and why's of thi@wa products,
tools and techniques available to help secure the conusemirom virus threats.
This list is meant as an aid to network and systemsrastnators and security
professionals as well as casual users who are irgdrgsthe latest developments in
virus and anti-virus technologies.

The final issue, which I'd like to cover under this heagliis ‘product certification’ and
‘Awards’. The current certifications and respected avgaitemes that many anti-virus
products can attempt to obtain include:

+ VB 100%°

+ ICSA Labs™

«  West Coast Labs' CheckMark (3 distinct certificates, Level 1 (Malwareedibn),
Level 2 (Malware removal) and Trojan.

This does not include the usual array of magazine awarasthe non-specialist trade
journals/magazines as to put it bluntly most of therfiyealy scratch the surface and do
not usually test the core functions of anti-virus produetsch is to detect viruses and other
malware.

Most mainstream computer magazines tend to focus onijitysdbatures and how it looks
[look-and-feel]. Those that do test the virus detect@mpabilities of products tend to use
‘simulated or crippled viruses’, very few use real vedifsamples. Those that do test with a
suitable test set [both in size of the test set afidated ‘real’ samples] tend to work with a
vendors virus lab, which can lead to ‘skewed’ or ‘biadesdt results.

Good, quality functional testing of anti-virus productsas @asy to achieve or to maintain.
There are a few well-respected companies and educatiayeaiizations that have repeatably
demonstrated their capabilities of ‘doing-it-right’.

" Web site for AVIEN Anti-Virus | nformationExchangeNetwork): http://www.avien.org
8 From Securityfocus.com: http://securityfocus.com

° Web site for Virus Bulletin: http://virusbtn.com

19 Web site for ICSA Labs: http://mww.icsalabs.com/Htertification/index.shtml

1 Web site for West Coast Labs: http://www.check-mamky/cgi-bin/redirect.pl
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These include: Those award/certification providersdistieove, and the following
educational establishments: Universities of HambMaggeburg (Both in Germany) and
Tampere (Finland).

4.2 Trust and accountability: Security

Mainly it appears that the largest and most respecteuditygeroduct/service vendors are
concerned about the issues of trust and accountabilisygih, and the quality and service
levels for their offerings, both services and produetsich is rather worrying as this was the
situation with the anti-virus industry during the late 1980sid around 1995, when

things started to improve.

ICSA Labs and West Coast Labs have extended theingestid certification programs to
include other technologies other than anti-virus, tiredede:

ISCA Labs:
* Anti-Virus Software
*  Network Firewalls
* |PSec Products
«  Cryptography Products

West Coast Labs:
e Firewall
« VPN
« Application Gateway

Outside of the security industry there have been sostiade certification and compliance
programs available for some time (mainly from governtwe standards organizations).
These include:

«  CLEF (which uses th€ommon Criteria (C&) which has become 1SO 15408).
«  1SO17799/BS7799

Security mailing lists are a wonderful resource for ¢hafsus that ‘do security’ for a living.
However, the information offered on these lists stidid seen as a ‘double-edged sword’
(that is, the information is not only used by the ‘djoguys/gals, but also by those we are
trying to keep out of our systems, the ‘bad’ guys/gals)s Tdata-leakage’ can even happen
on so-called ‘closed mailing lists’ either accidentadly by design via a misguided member
of the list.

| am not suggesting that ‘all information is censorédl am suggesting that knowledge
comes at a price, that price is responsibility.

Some of these mailing lists details appear below, naaapffered at no cost:

NTBugTraq
This is the Microsoft NT Operating System specific eglamt of BugTrag.

SecurityFocus.com Mailing Lists:

Below is a list of a number of the mailing lists offd by SecurityFocus, the best known of

12 See here for details on CC: http://csrc.nist.gov/cc/

13 See here for more detailsttp://www-3.ibm.com/security/services/consult-venddngrand here
for certified products: http://www.cesg.gov.uk/assuranceitaes/cpl/index.asp

14 See here for more details: http://www.bsi-global.@usiness+Solutions/Infosec/index.xalter
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42.1

these is BugTraqg. The list includes a number of ‘Focudlimgdists, which deal with a
specific security topic or technology area. Many osthare ‘goldmines’ of information for
the security professional, and of course their nemeses.

BugTraq - BugTraq is a full disclosure moderated mailing list ferdetailed discussion
and announcement of computer security vulnerabilitiesit wiey are, how to exploit them,
and how to fix them. This list is now available in 8zl and Japanese languages.

focus-ids —Information about vulnerabilities and discussions ot laiw to exploit them
and how to defend against them are widespread. Thiakiss @ different point of view,
namely: How can we detect intrusions, both intrusienapts as well as systems that have
already been compromised?

focus-ih - Focus-IH is a forum geared towards the discussion ofahdling of computer
security related incidents. It is not to be confuset wie ‘Incidents’ mailing list which deals
with the reporting of real-time incidents, technicaadission of trojans, backdoors, worms,
etc. Thelncidents mailing list is for the timely discussion of securtyents. FOCUS-IH
concentrates on secondary analysis of these ands$hssment of how they should be better
handled and responded to. This also includes how to pegaatst them in future, the "Best
security practices" of active security.

There are a number of other mailing lists offéfemcluding ones covering penetration
testing, vulnerability development, security papers angl jetc.

The Middle Ground

The anti-virus industry, although not perfect, has shiham there is a requirement for
vendors to accountable and to encourage and promoteftnatanly products but also
processes and procedures.

Furthermore the levels of certification for antivgrproducts has tended to be more
exhaustive than for the rest of the security indusirgnehough the latter is starting to catch
up, and may well overtake them if they rest on theirdbs.

5 Ethics (Moral/Professional conduct):

I've already touched on this subject in several easketions, so this will be a summation of the
points raised. | will cover some areas in more dedailthey are the key ones.

Let us have a look at the differences in real and pexdeithics in the relevant camps:

5.1 Moral/Professional conduct: Anti-Virus

e Good moral and professional conduct overall:

Still rather poor (in some cases) at acknowledging atggfisome security issues in
their products.

e General policy of not hiring virus/malware authors:

Part of this is due to the ethical stance that thevAvdors adopted from very early
on, and secondly their competitors would have a fieldwdttythem. They would be
excluded from access to other vendor’s collectionsmoféas (zoos), access to the

likes of REVS, CARO, etc. would probably also be revoked.

e Some vendors have been guilty of stirring up or hypingatisre help bolster sales:
This has improved over the last few years; there baea less hype from the
majority of vendors. The situation will continue togrove due to pressure from the
other anti-virus vendors policing their own industry, &odh offending vendors

15 Seehttp://online.securityfocus.com/archifar a full list.
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own customer base, as they want the facts and not Hy@mdors fail to take heed
then their customers will vote with their feet, takitheir corporate budgets with
them.

5.2 Moral/Professional conduct: Security

* Good professional and moral standards overall in tlgeetanore respected security
firms, but this is not always the case in some efdaimaller, or niche security
vendors/service suppliers.

* General policy of not hiring virus/malware authors, kndblack-hat’ or convicted
hackers:

Part of this is due to the ethical standards thatatgel, and more respected
security vendors/service suppliers require from theif stafeneral, and secondly if
their customers or competitors found out they would loagenly ‘face’, but also
many of their customers.

«  Some vendors have been employing ‘B8 help meet their sales targets.

5.3 Moral/Professional conduct: The Middle Ground

* No more FUD or hyping to bolster sales.
There are companies out there that tell is as ityrelrather than ‘milking’ it.
Those that do not will find that before long their omsérs will get wise, and vote
with their feet taking their corporate budgets with them.

» Don't hire those from the dark side!
You can never be sure they have really changed. Theywelhbe wearing the
black hat under that nice new shiny white one.

« Self-regulation and policing, including the above issues:
This will help to bolster the levels of trust fromtromly their competitors and
partners, but also more importantly, their customee.bas

6 Co-operation with competitors:

6.1 Co-operation: Anti-Virus

As mentioned earlier the level of co-operation (at&viresearcher level) in the anti-virus
industry is high. They share samples and informatiaglyfren malware code.

What we are beginning to see now is cross-industrypenation, which is what has been
needed for some time, and is certainly needed now smulycounter the changes in the
threats that many companies are now seeing on ageisiogly frequent basis.

It is not just the speed of change and of distributiain@e$e new threats, but also the
complexity and overlapping techniques they use which haggeldathe old model of: “It's a
virus/worm/trojan, anti-virus companies will deal withi to “It's a mass-mailing worm that
also spreads by network shares and exploits an humbeowhlsecurity flaws in xyz
products. So the anti-virus and IDS/Firewall/Sniffer d@nalso needs to deal with it".

6.2 Co-operation: Security

The levels of co-operation between security compasgems to be very hit-and-miss, as
there have been few (if any) formal mechanisms sitable environment for this type of co-
operation/discussion to take place. It often seemdsheft to a ‘full-disclosure’ posting on
BugTraqg or from CERT before they all sit up and take erotic

16 Fear,Uncertainty andoubt.
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It requires a more pro-active and open communication matdast at the vendor
researchers/developer level to ensure that their cessoget the level of support that they
are paying for.

6.3 Co-operation: The Middle Ground

The model seen in the anti-virus industry could be adoptéldeowider security industry. If
the security industry does not take action then both (the vendors) and their customers
will end up as the losers in a game which is gettingesing more complex as it requires
very fast reactions to stop further Nimda and CodeRedd&a

With the formation of SAINT this issue should be astepartially addressed, as it will be an
enabler, allowing closer co-operation between secueitylors.
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Part Two:

In this section we will discuss the impact of the attet! ‘blended-threats’ and the expected impact
on the security and anti-virus industry, and finally wiinett will mean to us, the customers.

7 Possibly Solutions to the ever-changing threat:

It is clear from speaking to anti-virus researcherssey researchers and those individuals that are
responsible for security in many large organizatioms the so-called ‘blended-threat’ or ‘malware-
cocktail’ is real, and a trend that appears to be aatalg as malware writers and hackers/crackers
are increasingly working together and sharing their s&ild knowledge.

This, cooperation (between hackers/crackers and mabuiners) is a marked transition in behavior
for both groups, as previously they tended to shun eaeh atid be very insular, focused on their
own divergent aims.

This has been verified by data from the ISCA Labsi¥/iPrevalence Survey 20601This shows that
the e-mail vectdf has begun to fall for the first time since the surstayted in 1996. However, this
fall is balanced by the resurgence of ‘internet/nomiérborne malware, such as CodeRed and
Nimda.

Complex worms, which use multiple exploits to gain entrgysiems, are not new; the Morris wdfm
of 1988 is the first real example. Many would argue thaMbeis worm was far more successful; it
certainly had far more effect on the then ‘fledglingfdrnet. As with most things in life: fashion,
fads, etc. all things repeat themselves, or get readised, in fairly predictable and regular cycles. To
follow this example through, you could think of Nimda asdhendson of the Morris worm, a ‘real
chip off the old block’.

More recent examples of ‘blended-threats’ include thg wadespread Klez family of malware which
is causing misery to many organizational security tedinesto both the large numbers of samples
appearing daily at the mail gateway, along with its it forge mail headers, which is causing lots
of extra work trying to convince customers, third pargpegtners, etc. (many of whom are quite irate)
that they did not send them the malware, and finalglility to use Windows file shares.

Furthermore, the waters are further muddied when SMTBrfmupware) gateway anti-virus products
are configured to send the ‘claimed originator’ (takemftbe e-mail headers) a notification when a
virus is found. This can (and does) lead to a bounce-etarekn companies that have enabled this
feature on their mail server anti-virus protection.

7.1 Technology:

Most of the largest security/anti-virus vendors are iplag or already developing products, which
merge the current disparate technologies of personabdiie anti-malware and personal IDS
systems.

Whatever tools are developed or blended together to aotirgeso-called blended-thréathey will
need to include the ability to detect threats at paeket las otherwise threats that are created which
borrow features from CodeRed will not be detected g€atleRed] only exists as a string of data
packets and is never written to physical data storage (rave/floppy/flash, etc.)

Furthermore | expect to see more research into geragrit heuristic technologies, including

" page 26 of the 2001 ICSA Labs Virus Prevalence Survey.

18 A method of carrying/transmitting a virus/Trojan/wotona new host.

19 See here for a good overview of the worm: http:énssorg/malicious/morris.php

0 Blended threats are malware which use multiple meth@isofs) and techniques
(methodologies/exploits/payloads) to propagate and attacknsystnd networks. Examples include:
CodeRed and Nimda. You could say they are automated hackintsinoalware.
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behaviour blocking, integrity management, ‘kernel’ or *O8rappers, honey-pot and similar
decoy/trap systems.

The resistance of some of these ‘kernel/OS’ wrappengw attacks, buffer overflows, stack
smashing, etc. is quite amazing. The best-known produt¥ifodows NT is Entercept from
ClickNet* and for various flavours of UNIX it is the PitBull proddmom Argus Systenté

There have been some interesting developments inrdpgdecoy’ type systems. The best known of
these is known as LaBrea Tafpiialso worthy of mention is Roger Thompson'’s excellent
WormCatche?. LaBrea is of specific interest as it bogs-down aagped systems, tying up
resources, which effectively hobbles the worm, shguit down to a exceedingly slow crawl.

Over the next eight to twelve months | expect to seenercial products that are a direct response to
the ‘blended threats’ as a result of joint partnersbgtsveen the anti-virus and security industries.
This may even generate new ‘hybrid’ companies thatgmeéhne technologies in new and exciting
ways to deal a hard blow against the malware writehsch will give the poor overworked system
administrators and security staff the breathing spazeribed before they recover and the next round
starts.

7.2 Human:

This is the hardest element to address, due to the flacterest in security, which most end-users
display, even to the extremes of openly flouting the rafesignoring the security policies and
procedures in place, much to the chagrin and disgust oétlueity staff that created them to protect
their companies systems and networks.

In a recent articlé for Virus Bulletin | commented about this ‘human problenot just those that
are identified above but the overall view of most enetgishat security is an IT issue, and therefore
not their problem. This goes for not only those abbu¢ also those that think they are helping by
sending on ‘Electronic Ephemera’ (Hoaxes and their kin)is warnings, jokes, electronic greeting
cards, using Instant Messaging clients, etc. They se¢hirik that the technology will save them,
what they really need to understand is that they ateop#re problem, and are currently
exacerbating it.

7.3 Services:

| believe that the increasing need of multiple secuanitiifmalware technologies will speed up the
already burgeoning outsourced security trend, as the stgjisred to collate and cross reference the
vast array of data sources (firewall, IDS, anti-ma®yaniffer, system and router logs, vulnerability
assessment, etc.) is beyond all but the largest andsemsity conscious comparfies

8 What benefits will the end-user (customers) see?

The following, and probably others as part of the tréfntierging security products, outsourced
security or competitors working more closely (partngrshi

* Increased security due to integration of previously dispaaturity and anti-virus products.

* Improved levels of cross-compatibility.

* Improved manageability of diverse security products.

* Improved choice of managed security/anti-virus services.

« More integrated security/anti-virus product suites or dev@reducts managed through a
single central console.

%1 See here for more details: http://www.clicknet.com/

22 See here for more details: http://www.argus-systemsmmduct/overview/Ix/
23 See here for more details: http://www.hackbusterd.aBtea/

24 See here for more details: http://www.wormwatch.org

%5 See here for a good debate about the issues of outspseciority:
http://www.infoworld.com/articles/tc/xml/01/02/12/010212tcpcp.xml
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« Cost savings when using integrated products (both in suppdpraduct costs).
* Increased co-operation between the anti-virus and idier wecurity industry.

8.1 How will this affect the effectiveness and size of the products?
Well, guess!

Yes, some of the products will get even larger, morepbexrand require even more resources than
before. However, as several of the individual parthefintegrated-security-suite’ perform similar
functions, it is expected that the footprint (in memanif) be smaller than the ‘do-it-yourself-
piecemeal-security-solution’.

Furthermore on the plus side, there is a very good clthatsuch a ‘integrated-security-suite’ would
be able to be managed via a single management prodet; than: one for the AV, one for the IDS,
one for the Firewall, etc. (ad nhauseum) you get the idea?

Looking at the downside of such an ‘integrated-securitiesuny main concern would be the ease of
a targeted attack, as you will almost certainly hasedome of the protection benefits of having
diverse security products from several (or more) vendirsourse, in a worst case scenario an
attacker would target the OS (and most probably the erdaseas social engineering should not be
overlooked as a very successful attack methodology, amented on by Bruce Schneier, he stated
that it was “very effective” and “went straight teetweakest link in any security system: the poor
human being trying to get his [or her] job dong®’)”and just sidestep both the ‘integrated-security-
suite’ as well as the ‘do-it-yourself-piecemeal-sectsiution’.

As with all security it is a case of accepting how mrtisk your company is prepared to accept and
sign-off.

As mentioned elsewhere in this paper a number of veridates mentioned that they plan to deal with
the ‘blended-threats’ and ‘cocktail-malware’ issuesvoyking with other security companies and
effectively offering a ‘best-of-breed’ solution witlm antegrated management tool.

8.2 Will this co-operation improve end-user (customer) protection?

If the disparate vendors from both the AV and ‘othext ity vendors decide to co-operate then it
will be a win-win scenario for both the vendors ahelit customers, the only ones that have
something to fear are those vendors whose productoareally up to scratch when compared to
their competitors.

Below are some suggestions of ways this might work:
e Partnerships.
As we have seen already between Internet Securitgr8gsand Network Associates Inc.
e Cross licensing.
e Spin off companies.

e Buy-outs.
Such as the acquisition of Axent by Symantec.
e Mergers.

8.3 How will this affect the underground (Hackers, Malware Authors)?

Well, the ‘integrated security suite’ will not realllf@nge the malware/hacking scene very much.
Those that download tools, scripts, malware (script k&ldienalware writer wannabes) will continue
to be a nuisance, although | do expect that this wilbimecless of an issue, for a while, until new
complex ‘blended-threat’ point-and-click generation t@uols released.

As to the ‘core’ malware writer/hacker, those thratl-their-own’, and those few exceptional
individuals that are driven by the intellectual challengidl just see this as all part of the on-going
game, and will only momentarily lose their stride.
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Finally | expect to see those security companies ttegtte a single integrated security suite to be
targeted by the malware creators first, as it is figantly easier to target a single integrated product
than a diverse collection of security protection products
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9 Conclusions

Vendors are already working much more closely with edlehr, both within the AV industry and the
wider IT Security industry, than in 1999. In the last fegels there have been a number of
announcements indicating that both camps are eitherarasoon will be, working in partnership or
via technology licensing with the opposite camp.

A small number of vendors are trying to create (orehawnow created) anti-malware products that
combine functions from other security areas, suctb&sand Firewall with anti-virus.

Other vendors seem to be following a different pathy #re instead forming strategic and
technological partnerships with other security venddrerwthey consider the best match for their
products and ethical stance.

What we are seeing here are vendors who are nogttgibe good at many things (Jack of all trades,
and master of none), but remaining true to themselvbgibg the best at what they do (experts in
their own field).

They are gravitating to other vendors in other secgatyors that have the same outlook and
commercial savvy. Working in partnership with them, kilog on integrating their diverse product
offerings. They are looking at the problem from a marrege point of view, and believe they will
address the problem by creating a single managemernbtoanage their combined (but disparate)
security products.

This will allow them to leverage the ‘best-of-bre¢ethnologies for both their own, and their
customers benefit which can lead to a ‘win-win’ sitoatwhere both the vendor and their customer
base get what they both want.

Another ‘option’ rather than the twin-poled solutionsatissed above, is for many organisations
which do not have any, or a sufficient number of edisecurity staff, is to outsource the
management of the security services to a third pahig Will allow the organisation to deal with the
‘human’ issues of security, which is in many wayshlgger and more complex challenge.

So, for you the customer, you will have three majaiats:

1. Use a fully integrated product that has IDS, Fireveal AV in one ‘package’ that can be
managed via a central management console.

2. Use a ‘best-of-breed’ product suite, that uses sep@&id-irewall and AV from different
but strategically allied vendors, which can be manage@ \d@entral management console (or
more than one, depending on the levels of integration).

3. Outsource security services (AV, Firewall, IDS,)efim.a company specialising in
outsourced security services.

Technology is not the complete answer, it never leagbSecurity is a cyclical process that
encompasses not only technologies, but also peopleigsolprocesses and procedures. As soon as
one revolution of the security cycle is completed, yantsagain with the information garnered and
lessons learnt from the previous cycle, ad infinitum.

STOP PRESS: Just as | was finishing off this paper, one Anti-Vivesdor and one vendor from the
wider Security industry went back to their old ways gfihg (Anti-Virus) and ill-timed full
disclosure (Security).

The former was concerning a new so-called graphidrffeetor (Perruft"), and the latter was the
Apache flaw posted to BugTraq early on Jun8 1& mereeight hours later a security vendor posted
a full disclosure of the flaw, causing panic and confu$ion

It seems from these two recent examples that oldshdigtvery, very slowly. It will be interesting to
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take another snapshot of the anti-virus and security indsi@gain in another three years to see if
these less than desirable habits have finally beetoghe sword.....
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Appendix A: Definitions

Blended Threat™™

Blended threats combine the characteristics of vifwgesns, Trojan horses, and malicious
code with server and Internet vulnerabilities to at#j transmit, and spread an attack. By
utilizing multiple methods and techniques, blended threatspeead rapidly and cause
widespread damage. Characteristics of blended threatslentiie following:

» Causes harm: Launches a denial of service attackaaget iP address, defaces Web
servers, or plants Trojan horse programs for laterutixec

* Propagates by multiple methods: Scans for vulnerabitibtie@mpromise a system
such as embedding code in html files on a server, infgetsitors to a
compromised Web site, or sending unauthorized email fanpoomised servers
with a worm attachment.

« Attacks from multiple points: Injects malicious code irgge files on a system,
raises the privilege level of the guest account, crewtes! read and writable
network shares, makes numerous registry changes, and agtsate into html
files.

e Spreads without human intervention: Continuously scamttiernet for vulnerable
servers to attack.

* Exploits vulnerabilities: Takes advantage of known vulniétegs such as buffer
overflows, http input validation vulnerabilities, and kmodefault passwords to
gain unauthorized administrative access.

Effective protection from blended threats requires apreimensive security solution that
contains multiple layers of defense and response meshani

Cocktail-Malware
See ‘Blended-Threats’

Electronic-Ephemera™

The group (Genus) name for the all the distinct clasSE&, such as Hoax, Urban Legend,
Scam, Spoof, Chain Mail, etc. All of these are ardgsidered species of EE if they are
sent/received electronically.

Exploit (Symantec)
A program or technique that takes advantage of a vulngyahikoftware that can be used
for breaking security or otherwise attacking a host tvemetwork.

Malware®®
Short formalicious softvare. Software designed specifically to damage or disrupt arayst
such as a virus or a Trojan horse.

| created a definition for this in my 1999 Virus Bulletiag@r, as at that time there was no
published definition:

“Code that causes unwanted effects: such as Viruses, Trojans, Wornteaside-effects
thereof™'.”

Hacker

A slang term for a computer enthusiast, i.e., a persmmemjoys learning programming
languages and computer systems and can often be considexegeat on the subject(s).
Among professional programmers, depending on how it usetkrtimecan be either
complimentary or derogatory, although it is developingremeiasingly derogatory

%6 Unless otherwise stated all definitions are fromfefilewing source: http://www.webopedia.com
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connotation. The pejorative sense of hacker is beapmiore prominent largely because the
popular press has co-opted the term to refer to individuabsgain unauthorized access to
computer systems for the purpose of stealing and corrugéiteg Hackers, themselves,
maintain that the proper term for such individuals iskea

Sniffer

A program and/or device that monitors data traveling aveetwork. Sniffers can be used
both for legitimate network management functions andtealing information off a

network. Unauthorized sniffers can be extremely dangemasetwork's security because
they are virtually impossible to detect and can beriadealmost anywhere. This makes them
a favorite weapon in the hacker's arsenal.

On TCP/IP networks, where they sniff packets, theyften called packet sniffers.

Trojan Horse (Symantec)

A program that neither replicates or copies itself,dmgts damage or compromises the
security of the computer. Typically it relies on someemailing it to you, it does not email
itself, it may arrive in the form of a joke programsaftware of some sort.

Virus (Symantec)

A program or code that replicates, that is infectslagrgbrogram, boot sector, partition
sector or document that supports macros by insertinfjatsattaching itself to that medium.
Most viruses just replicate, a lot also do damage.

Vulnerability (Symantec)
Any characteristic of a computer system that wilbalsomeone to keep it from operating
correctly, or that will let unauthorized users take oarif the system.

Worm

A program or algorithm that replicates itself over mpater network and usually performs
malicious actions, such as using up the computer's res@adgsossibly shutting the system
down.

IDS

An intrusion detection system (IDS) inspects all inlsband outbound network activity and
identifies suspicious patterns that may indicate a n&teosystem attack from someone
attempting to break into or compromise a system.

There are several ways to categorize an IDS:

* misuse detection vs. anomaly detection: in misuse datethe IDS analyzes the
information it gathers and compares it to large databafsattack signatures.
Essentially, the IDS looks for a specific attack thas already been documented.
Like a virus detection system, misuse detection softvgapaly as good as the
database of attack signatures that it uses to comparepagdednst. In anomaly
detection, the system administrator defines the lveesedr normal, state of the
network’s traffic load, breakdown, protocol, and typicatk® size. The anomaly
detector monitors network segments to compare the& sidhe normal baseline
and look for anomalies.

e network-based vs. host-based systems: in a netwoddIsystem, or NIDS, the
individual packets flowing through a network are analyzee NIHDS can detect
malicious packets that are designed to be overlookedibsveafl’'s simplistic
filtering rules. In a host-based system, the IDS examat the activity on each
individual computer or host.

e passive system vs. reactive system: in a passivensytite IDS detects a potential
security breach, logs the information and signals art.dh a reactive system, the
IDS responds to the suspicious activity by logging off a aséy reprogramming
the firewall to block network traffic from the suspettaalicious source.
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Though

they both relate to network security, an IDSdiffrom a firewall in that a firewall

looks out for intrusions in order to stop them from happgnThe firewall limits the access
between networks in order to prevent intrusion and doesignal an attack from inside the
network. An IDS evaluates a suspected intrusion oncasitdken place and signals an
alarm. An IDS also watches for attacks that origirfiaien within a system

Firewall

A system designed to prevent unauthorized access tonoraffarivate network. Firewalls can
be implemented in both hardware and software, or a icatibn of both. Firewalls are
frequently used to prevent unauthorized Internet usersdam@ssing private networks
connected to the Internet, especially intranetsnfdtsages entering or leaving the intranet
pass through the firewall, which examines each messapblacks those that do not meet
the specified security criteria.

There are several types of firewall techniques:

Packet filter: Looks at each packet entering or leaviegietwork and accepts or
rejects it based on user-defined rules. Packet filtegrgiily effective and
transparent to users, but it is difficult to configureatidition, it is susceptible to IP
spoofing.

Application gateway: Applies security mechanisms to sjgegfiplications, such as
FTP and Telnet servers. This is very effective, laut itnpose a performance
degradation.

Circuit-level gateway: Applies security mechanisms wadrCP or UDP connection
is established. Once the connection has been madetpaan flow between the
hosts without further checking.

Proxy server: Intercepts all messages entering anchtpdve network. The proxy
server effectively hides the true network addresses.

In practice, many firewalls use two or more of thieshiniques in concert.

A firewall is considered a first line of defense infeating private information. For greater
security, data can be encrypted.
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Appendix B: CodeRed (Source: Symantec)

The CodeRed Worm affects Microsoft Index Server 2.0 aed/findows 2000 Indexing service on
computers running Microsoft Windows NT 4.0 and Windows 2000 thatllS 4.0 and 5.0 Web
servers. The worm uses a known buffer overflow vulnBtabcontained in the file Idg.dll.
Information about this vulnerability and a Microsoftghais located at:

http://www.microsoft.com/technet/security/bulletin/MS033.asp
A Cumulative Patch for IIS that includes the four pataeésased to date is available at:
http://www.microsoft.com/technet/security/bulletin/MS044.asp

System administrators are encouraged to apply the Mitrpatch to prevent infection from this
worm and other unauthorized access.

For the various ways to check for this threat anduheerlying vulnerability, or if you are using
Symantec Enterprise Firewall, please see the AdditibmfaFmation section near the end of this
document.

Also Known As: W32/Bady, I-Worm.Bady, Code Red, CodeRed, W32/Bady.worm
Type: Worm
Infection Length: 3569

Damage:

Payload:
Degrades performance: Will spawn multiple threads and eitdéndwidth.
Causes system instability: Will spawn multiple threads.

Target of infection: Unpatched systems running Microsoft Index 2.0 or Windows 2@@@éxing
Service

The worm sends its code as an HTTP request. The HTgueseexploits a known buffer-overflow
vulnerability, which allows the worm to run on youmgouter. The malicious code is not saved as a
file, but is inserted into and then run directly frommaoey.

Once run, the worm checks for the file C:\Notwornthit file exists, the worm does not run and the
thread goes into an infinite sleep state.

If the file C:\Notworm does not exist, then new tldgare created. If the date is before the 20th of the
month, the next 99 threads attempt to exploit more comphyetargeting random IP addresses. To
avoid looping back to infect the source computer, the wafiinnot make HTTP requests to the IP
addresses 127.*.*.*

If the default language of the computer is U.S. Englisith&urthreads cause Web pages to appear
defaced. First, the thread sleeps two hours and then leodlsction, which responds to HTTP
requests. Instead of returning the correct Web page,dira veturns its own HTML code.

The HTML displays:

Welcome to http:// www.worm.com !
Hacked By Chinese!

This hook lasts for 10 hours and is then removed. Howegarfection or other threads can rehook
the function.
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Two versions of this worm have been seen in th&l.wllhe second version does not cause the
webpages to be defaced.

Also, if the date is between the 20th and 28th of thetimahe active threads then attempt a Denial
of Service attack on a particular IP address by sendigg l@amounts of junk data to port 80 (Web
service) of 198.137.240.91, which was www.whitehouse.gov. Phagltress has been changed and is
no longer active.

Finally, if the date is later than the 28th of the thonhe worm's threads are not run, but are directed
into an infinite sleep state. This multiple-thread ticeacan cause computer instability.

NOTES:

If you are running Microsoft FrontPage or a similar peogrthat is used to design Web pages, IIS
may be installed on your computer.

For additional information, including the string thatadded to the 1IS log files, go to the CERT
Coordination Center page at:

http://www.cert.org/incident_notes/IN-2001-08.html
According to Qwest, some DSL subscribers who are usisgoGnodems series 675 and 678 may
have had their modems affected by this worm. For additimformation, go to:

http://www.qwest.com/dsl/customerservice/coderedvirus.html

Additional information on problems related to the waand Cisco hardware or software is available
at:

http://www.cisco.com/warp/public/707/cisco-code-red-worm-puims
Hewlett-Packard Jet Direct cards listening on port 80 atsy suffer a denial of service.

Symantec Security Response encourages all users and stdanims to adhere to the following basic
security "best practices":

Turn off and remove unneeded services. By default, mamatipg systems install auxiliary services
that are not critical, such as an FTP server, eetederver, and a Web server. These services are
avenues of attack. If they are removed, blended thheats less avenues of attack and you have fewer
services to maintain through patch updates.

If a blended threat exploits one or more network sesyidesable, or block access to, those services
until a patch is applied.

Always keep your patch levels up-to-date, especially enpeters that host public services and are
accessible through the firewall, such as HTTP, FTHI, @ad DNS services.

Enforce a password policy. Complex passwords make it diffitml crack password files on
compromised computers. This helps to prevent or limit dgméhen a computer is compromised.
Configure your email server to block or remove emadttioontains file attachments that are
commonly used to spread viruses, such as .vbs, .bat,péand .scr files.

Isolate infected computers quickly to prevent further comsimg your organization. Perform a
forensic analysis and restore the computers using trostdd.

Train employees not to open attachments unless theyexecting them. Also, do not execute
software that is downloaded from the Internet unlekastbeen scanned for viruses. Simply visiting a
compromised Web site can cause infection if certadmvber vulnerabilities are not patched.
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Appendix C: Nimda (Source: Symantec)

W32.Nimda.A@mm is a mass-mailing worm that utilizes rpildtmethods to spread itself. The
name of the virus came from the reversed spellingaia”. The worm sends itself out by email,
searches for open network shares, attempts to copititsmpatched or already vulnerable Microsoft
IIS web servers, and is a virus infecting both logasfand files on remote network shares.

The worm uses the Unicode Web Traversal exploit. A pfmichomputers running Windows NT 4.0
Service Packs 5 and 6a or Windows 2000 Gold or Service Paukihfarmation regarding this
exploit can be found at http://www.microsoft.com/teclsesturity/bulletin/ms00-078.asp.

When the worm arrives by email, the worm uses a Migloit allowing the virus to be executed
just by reading or previewing the file. Information anpaach for this exploit can be found at
http://www.microsoft.com/technet/security/bulletin/MS020.asp

If you visit a compromised Web server, you will be proaatio download an .eml (Outlook Express)
email file, which contains the worm as an attachiméou can disable "File Download" in your
Internet Explorer internet security zones to preveist¢cbmpromise.

Also, the worm will create open network shares onintfected computer, allowing access to the
system. During this process the worm creates the goestiat with Administrator privileges.

Information for Macintosh users:

Although Macintosh computers cannot be infected bywhisn, it can be passed through Macintosh
email to Windows computers. Also, if you share a ndtwath Windows computers, files could be
placed on your hard drive. For additional informationdriéee document Are Macintoshes affected by
the Nimda virus?

Information for Novell users

Novell servers are not directly vulnerable, but a Nasteent running under Windows can access the
Novell server and execute the file from there (usingganl script or other means), which can spread
the virus further.

NOTE: Microsoft has released a cumulative roll up for IS /AONT 4.0 SP5 and later as well as all
security patches released to date for 11S 5.0. This edoumd at
http://www.microsoft.com/technet/security/bulletin/MS044.asp.

Microsoft has provided information regarding this virushe following website:
http://www.microsoft.com/technet/treeview/default.asp?technet/security/topics/nimda.asp

Also Known As: W32/Nimda@mm, PE_NIMDA.A, I-Worm.Nimda, W32/Nimda-A,
Win32.Nimda.A

Type: Virus, Worm

Infection Length: 57344

Payload:

Large scale e-mailing: Uses MAPI to send itself ouReadme.exe (Readme.exe may NOT be visible
as an attachment in the email received)

Modifies files: Replaces multiple legitimate files witkelf.

Degrades performance: May cause system slowdown

Compromises security settings: Opens the C drive asisrikeshare

Name of attachment:README.EXE (This file may NOT be visible as anaattiment in the email
received)

Size of attachment:57344

Ports: 69

Shared drives: Opens network shares

Target of infection: Attempts to infect unpatched IIS servers

Page 26



Infection by way of a Web Server

W32.Nimda.A@mm attempts to infect unpatched Microsofiné&d servers. On Microsoft 11S 4.0
and 5.0, it is possible to construct a URL that would c&st navigate to any desired folder on the
logical drive that contains the web folder structurel aocess files in it. A patch and information
regarding this exploit can be found at http://www.microsoft/technet/security/bulletin/ms00-
078.asp.

Successful exploitation of the Directory Traversal Vudidity gives the attacker the ability to install
and run code, as well as add, change or delete filestopages on the compromised server. The
limitations of the original vulnerability include:

1. The server configuration. The vulnerability onlyori$ files to be accessed if they reside on the
same logical drive as the web folders. For exampleWWeh administrator had configured the server
so that the operating system files were installechenC drive and the Web folders were installed on
the D drive, the attacker would be unable to use the ralbilgty to access the operating system files.
2. The attacker must be logged onto the server inteefctiv

3. The privileges gained would be only those of a lodaljged-on user. The vulnerability only would
allow the malicious user to take actions in the contéxte IUSR_machinename account.

However, by using the W32.Nimda.A@mm worm as a delivezglranism, the attacker is able to
compromise a vulnerable IS server remotely and ooogoomised, create a local account on the
targeted server with administrator privileges regardiessich drive the IS server is installed on.
The worm uses directory traversal techniques to acoedsexe on unpatched IIS servers. The worm
also attempts to use IS servers that had previousty i@apromised by CodeRed Il to propagate and
to access root.exe from the inetpub/scripts directory.

NOTE: If Norton AntiVirus RealTime protection is detectinbp$ such as "TFTP34%4.txt" as
infected with W32.Nimda.A@mm in your inetpub/scripts foldeny may have been previously
exposed to CodeRed Il. It is recommended that you downlahdxatute the CodeRed removal tool
to make sure that your system has been cleaned obtteR€d Il threat. The tool can be found here.

The worm searches for Web servers using randomly giedlelifa addresses. Using the Unicode Web
Traversal exploit, the worm copies itself to the Wetvsr as admin.dll via TFTP. Infected machines
create a listening TFTP server (port 69/UDP) to transipy of the worm.

This file is then executed on the Web server and copietlitiple locations. In addition to this
exploit, the worm attempts to exploit already compromiseld servers using the files root.exe or
cmd.exe that are located in remotely executable webtdiies.

The worm then attempts to modify files named defauttexy main or readme, or files with the
extensions .htm, .html, or .asp, by adding JavaScrig.JBlvaScript causes visitors who open
infected pages to be presented with Readme.eml, whiclereated by the worm. Readme.eml is an
Outlook Express email file with the worm as an attaamiméhe email messages utilizes the MIME
exploit. Thus, a computer may be infected simply by brogvine infected Web page.

System Modifications

When executed the worm determines from where it isgoexecuted. The worm then overwrites
Mmc.exe in the \Windows folder, or creates a copysaflftin the Windows Temporary folder.

The worm then infects executables, creates itsefrasand .nws files, and copies itself as
Riched20.dll in folders that contain .doc files on thmalalrive. The worm searches for files in the
paths listed in the registry keys:
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\App Paths

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Explorer\Shell Folders

The worm hooks the system by maodifying the Systerfilanas follows:
Shell = explorer.exe load.exe -dontrunold

It also replaces the file Riched20.dll. Riched20.dll isgitilmate Windows .dll file that is used by
programs such as Microsoft Word. By replacing this fite, worm is executed each time programs
such as Microsoft Word are executed.

The worm also registers itself as a service proaeadds itself as a remote thread to the Explorer
process. This allows the worm to continue to executa @hen a user is not actively logged on.

The worm copies itself as the file:
%Windows\System%\load.exe

NOTE: %Windows\System% is a variable. The worm lesdahe \Windows\System folder (by default
this is C:\Windows\System) and copies itself to tleaation

Next, the worm creates open network shares for aledron the computer by modifying the registry
key:

HKLM\Software\Microsoft\Windows\
CurrentVersion\Network\LanMan\[C$ -> Z$]

A reboot of the computer is required for these settingake effect.

The worm searches for all open shares on the netwoitkrating through Network Neighborhood
and by utilizing randomly generated IP addresses. A ile any open network shares are examined
for possible infection. All .exe files are infectedthg worm except Winzip32.exe.

Next, .eml and .nws files are copied to the open netgloakes and the worm copies itself over as
Riched20.dll to any folder that contains .doc files.

The worm changes Explorer settings to not show hiddes dihd known file extensions.

The worm adds the user Guest under the groups Guests and #tdatins. This gives the guest
account Administrative privileges. In addition, the waxatively shares C$ = C:\ No reboot is
required.

Mass-Mailer

Nimda contains a mass-mailing routine which is executetyelO days. The worm begins this
routine by first searching for email addresses. Thennsgarches for email addresses in .htm and
.html files on the local system. The worm also Udé®I to iterate through all messages that are
contained in any MAPI-compliant email clients. Any MIAsupporting email clients may be affected
including Microsoft Outlook and Outlook Express. The worm tisese email address for the To: and
the From: addresses. Thus, mail sent from the infextegbuter will appear to have been sent by the
people whose addresses have been found by Nimda, nat pgrison whose computer is infected.

The worm uses its own SMTP server to send out emaiig tise configured DNS entry to obtain a
mail server record (MX record).
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When the worm is received by email, the worm usdd &rmown MIME exploit to auto-execute itself.
The worm will be unable to execute using Microsoft Owlop Outlook Express if the system has
been patched against this exploit. Information regardiisgetkploit can be found at
http://www.microsoft.com/technet/security/bulletin/MS020.asp

Infecting Executables

The worm also attempts to infect .EXE files. Fitke worm checks to see if the file is already
infected. If the file is not infected the worm makesopy of itself in the Temporary directory. The
victim file is embedded inside the copy. This new f¢hien copied over the victim file replacing the
originally clean file with an infected version. Infed executables will be approximately 57344 bytes
larger. When an infected file is executed, the worm exttract the original clean file to a temporary
file and execute it along with itself. Thus, one maymatice their executable has become infected.

During execution, the worm may attempt to delete copiéseif. If the file is in use or locked, the

When infecting files, the worm may create two temppfies in the Windows Temporary folder as:

mep[nr][nr][letter][nr]. TMP.exe
mep[nr][nr][letter][nr]. TMP

Both files will be hidden and have the system attrilsete

Ports used by this worm are listed below. It shoulddiechthat these are all standard ports.
TCP 25 (SMTP) - used to send email to targets with addrésken from the compromised client.
TCP 69 (TFTP) - opens port 69/udp for the TFTP transfedwifim.dll for the IIS infection. As part
of this protocol it makes outgoing connections to trantfe files.

TCP 80 (HTTP) - uses this port to target vulnerable éiSess.

TCP 137-139, 445 (NETBIOS) - used in the transmission of tdrenw

Additionally, the worm watches for connections cargya particular sequence of bytes and then
opens a port specified in the incoming connection reqlibs.port is not restricted to any particular
range.

The worm contains bugs and can be resource intendius, ot all actions may occur and system
instability may be noticeable.

Symantec Security Response encourages all users and stdatins to adhere to the following basic
security "best practices":

Turn off and remove unneeded services. By default, mampiipg systems install auxiliary services
that are not critical, such as an FTP server, &taerver, and a Web server. These services are
avenues of attack. If they are removed, blended thheats less avenues of attack and you have fewer
services to maintain through patch updates.

If a blended threat exploits one or more network sesyidisable, or block access to, those services
until a patch is applied.

Always keep your patch levels up-to-date, especially ampeers that host public services and are
accessible through the firewall, such as HTTP, FTHI, mad DNS services.

Enforce a password policy. Complex passwords make it difficudrack password files on
compromised computers. This helps to prevent or limit dgméhen a computer is compromised.
Configure your email server to block or remove emait ttontains file attachments that are
commonly used to spread viruses, such as .vbs, .bat,péand .scr files.

Isolate infected computers quickly to prevent further comggimg your organization. Perform a
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forensic analysis and restore the computers using trostdd.
Train employees not to open attachments unless tleegx@ecting them. Also, do not execute

software that is downloaded from the Internet unleBastbeen scanned for viruses. Simply visiting a
compromised Web site can cause infection if certadmvber vulnerabilities are not patched.
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