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alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"W32.NetSky.p@mm - MIME"; content: 
"X7soIUEAR4s3r1f/E5UzwK51/f4PdO/+D3UGR/83r+sJ/g8PhKLw/v9XVf9T"; classtype: misc-
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$EXTERNAL_NET any -> $HOME_NET any 
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$HOME_NET any -> $EXTERNAL_NET any 
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$EXTERNAL_NET any <> $HOME_NET any 
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alert tcp $EXTERNAL_NET 110 -> $HOME_NET any (msg:"VIRUS Klez Incoming"; 
flow:to_server,established; dsize:>120; content:"MIME"; content:"VGhpcyBwcm9"; 
classtype:misc-activity; sid:1800; rev:2;) 
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"WEB-MISC readme.eml download 
attempt"; flags:A+; uricontent:"/readme.eml"; nocase; classtype:attempted-user; sid:1284; 
reference:url,www.cert.org/advisories/CA-2001-26.html; rev:8;) 
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Sid No. Meaning 

<100 Reserved for future use. 

100-1,000,000 Reserved: ONLY for rules included with SNORT (i.e. ‘Official’ rules). 

>1,000,000 Free for use for local rules on a free-for-all basis. 
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Alert udp $EXTERNAL_NET any -> $HOME_NET 1434 (msg:"W32.SQLEXP.Worm propagation (1434)"; 
content:"|68 2E 64 6C 6C 68 65 6C 33 32 68 6B 65 72 6E|"; content:"|04|"; offset:0; 
depth:1;) 
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alert tcp $EXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB ADMIN$access"; 
flow:to_server,established; content:"\\ADMIN$|00 41 3a 00|"; reference:arachnids,340; 
classtype:attempted-admin; sid:532;  rev:4;) 
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alert tcp $EXTERNAL_NET any -> any any (msg:"MyDoom Mail Header Match/PCRE"; pcre:"/X-
MIMEOLE\: Produced By Microsoft MimeOLE V6\.00\.2600\.0000/"; pcre:"/boundary=["][-
]{4}\=\_NextPart\_000\_\d{4}\_.{8}\..{8}/"; 
pcre:"/filename=["]\S{1,}[.](bat|scr|com|cmd|exe|pif|zip)/";classtype:misc-activity; 
rev:1;) 
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"/X-MIMEOLE\: Produced By Microsoft MimeOLE V6\.00\.2600\.0000/" 
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"/boundary=["][-]{4}\=\_NextPart\_000\_\d{4}\_.{8}\..{8}/" 


���������)�������������
���������������
��%�����������%��!��������������������F )���!�
�XG���!���������
������E�F�F���!���������������FXC&�/�=�
�CIIICG�	��������%����	�!�)������E�!������FW !YEZG�%����	�!�
)��FCG���!�����P����
����
��%����	�!�)��F,G��!�����P����
����
�,�



��������	�
��
���������
������������������������ ��� �������������������
����� � ���
�������
�������������� ������ ���
��!�

��"D���

"/filename=["]\S{1,}[.](bat|scr|com|cmd|exe|pif|zip)/" 
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alert tcp $EXTERNAL_NET any -> any any (msg:"Bagle Mail Header Match/PCRE"; 
pcre:"/Message-ID\:\W{1,}[<][a-z]{19}[@]/"; pcre:"/boundary=["][-]{8}[a-z]{20}/"; 
classtype:misc-activity; rev:1;) 
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alert tcp $EXTERNAL_NET any -> any any (msg:"Bad Extensions Match/PCRE"; 
pcre:"/attachment\;\W{1,}filename=["]\S{1,}[.](scr|com|exe|cpl|pif|hta|vbs)/"; 
classtype:misc-activity; rev:1;) 
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alert tcp $EXTERNAL_NET any -> any any (msg:"Encrypted PKZip - SUSPECT/PCRE"; 
flow:to_server,established; pcre:"/UEsDBAoAA\S{10,}[A]{4,}/"; classtype:misc-activity; 
rev:1;) 
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alert tcp any any -> any 135 (msg:"DCOM Exploit (MS03-026) targeting Windows XP SP1"; 
content:"|BA 26 E6 77 CC E0 FD 7F CC E0 FD 7F|"; classtype:attempted-admin; sid:1100007; 
reference:URL,www.microsoft.com/security/security_bulletins/ms03-026.asp; 
reference:URL,jackhammer.org/rules/1100007; rev:1;) 
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alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"WORM_KELVIR.B [TREND]"; content:"|66 
76 47 65 24 C6 64 11 16 88 6C 73 88 88 A8 67 87 88 68 68 78 87 78 68 76 77 64 66 46 7C 64 
11|"; classtype: misc-activity;rev:1;) 
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alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"Backdoor.GoBot.p [KAV] - SMB"; 
content: "|B6 B9 ED ED CD 77 5E 11 75 1B 8B BB 01 7E 05 29 54 BF 0D B6 F0 83 7B 0C 3F 44 
64 EB 96 0A 8B 72|"; classtype: misc-activity; resp:rst_all;) 
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